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EXECUTIVE SUMMARY

In a rapidly changing global economy, energy security has emerged as a central focus for governments around the world. 
A combination of geopolitical, environmental, and economic considerations is fundamentally reshaping energy markets and 
systems. For many nations, including developing and emerging economies, and especially across Africa, energy security 
extends far beyond ensuring supply; it serves as a foundation for prosperity and resilience.

The Group of Twenty (G20), as the leading global forum, is uniquely positioned to strengthen energy resilience through 
shared knowledge, cross-border cooperation, and voluntary tools that address common risks. Under South Africa’s G20 
Presidency, the Voluntary Energy Security Toolkit (VEST 1.0) provides a structured, non-prescriptive framework to help 
nations identify vulnerabilities, share lessons, and build robust, adaptable energy systems. 

Recognising the increasingly important role energy plays in supporting economies around the world, G20 collaboration 
is taking steps to strengthen energy security – ensuring reliable access to abundant and affordable energy underpinning 
education, commerce, and quality of life. While approaches vary based on several factors unique to each country and 
region, certain components of energy security strategies are consistent globally across nations: access to natural resources, 
infrastructure, and technologies needed to build and operate a resilient energy system that maximises value for each 
nation, based on a combination of economic, social, environmental, and geopolitical considerations.

PART OF A COMPREHENSIVE APPROACH TO ENERGY SECURITY

This executive report presents a high-level voluntary energy security toolkit. This toolkit seeks to provide nations with a 
common structured approach to identifying, understanding and managing risks related to their energy systems. Adapting 
and using this toolkit may support improvements in energy system resilience and inform energy system planning, which 
can lead to a more robust and resilient energy system. Strengthening energy security can be particularly important for 
nations facing unpredictable geopolitical events, strained global supply chains, evolving cybersecurity vulnerabilities, 
complex systems and architectures, and greater energy system interdependencies. 

UNDERSTANDING ENERGY SYSTEM RISKS

The VEST 1.0 describes energy systems as consisting of physical components and enabling processes. This complex 
interaction can be understood if risks are to be effectively identified and evaluated. Once identified, energy security risks can 
be continually monitored and assessed through a clear and robust governance model that details roles and responsibilities. 
Ultimately, optimising a nation’s energy security strategic priorities may involve assessing each vulnerability and opportunity 
through several perspectives. Thus, nations can implement the toolkit as a real-time exercise as the global environment 
rapidly changes.

These changes can be interconnected, and advancing energy security means understanding and managing the risks 
involved. For instance, a nation with limited domestic energy resources may face vulnerabilities in both the availability 
and affordability of energy due to reliance on imports. Conversely, strategic investments in emerging energy technologies 
can simultaneously meet growing demand, help protect the environment, and reduce exposure to supply disruptions. 
Understanding these relationships is essential for crafting robust energy policies that balance economic growth, 
environmental stewardship, and long-term security.

ENERGY RESOURCES

Energy systems are comprised of varying resources that are 1) based, in large part, on the resources available in the nation 
or region and 2) dependent on global supply. While certain nations can maintain short-term affordability and reliability based 
on an abundant national or regional supply of natural gas or coal, others have access to abundant hydropower, nuclear, 
solar, or wind resources. However, global fuel supply dependence presents increasing risks, including price volatility, supply 
chain vulnerabilities, and environmental and climate commitments.
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In the current energy system, access to critical minerals is almost as important as fuel resources. Without a secure, resilient, 
and sustainable supply, countries are unable to competitively leverage advanced technologies such as nuclear, solar, and 
battery storage. Especially for decision-makers aiming to strengthen energy security, the ability to leverage a robust critical 
minerals value chain is becoming a primary consideration.

INFRASTRUCTURE

Access to resources without the infrastructure to deliver energy to homes and businesses would pose a significant 
challenge to any nation’s energy security strategy. A complex network of production, transmission networks and end use 
—comprising transmission lines, pipeline infrastructure, energy production, and storage infrastructure—is key to delivering 
on a nation’s needs. As digital technologies continue to advance, the integration of resources to create a smarter, more 
resilient energy system is increasingly important. Similarly, digital technologies can play a role in improving energy efficiency 
through demand-side management programmes and other means – helping to derive greater value from energy resources, 
while improving affordability and limiting environmental impacts. 

Additionally, as nations seek to ensure energy security, regional interconnectivity becomes increasingly important for 
supporting neighbouring nations, including the ability to confront any number of natural or manmade challenges to reliability. 
Concurrently, access to robust energy networks that leverage a range of resources and incorporate sufficient storage can 
increase flexibility as demands change and variable resources, such as wind and solar, become a larger portion of the 
energy mix.  

TECHNOLOGIES

As nations identify actions to strengthen energy security, energy supply technologies quickly emerge as a key factor. 
Determining the optimal composition of an evolving energy system is a complex process that involves not only balancing 
today’s resources and needs but also planning for emerging technologies. This can mean leveraging any combination 
of gas, coal, nuclear, solar, wind, hydropower, geothermal, and other resources, while also considering potential future 
contributions of emerging technologies such as carbon capture and storage, long-duration energy storage, and advanced 
nuclear. As large-scale technologies such as power generation resources evolve, attention should also be paid to digital 
technologies that can improve operations, strengthen resilience, and unlock new capabilities across a rapidly changing 
energy system through collaborative innovation. Accelerating progress toward the widespread deployment of emerging 
technologies through global collaboration and information sharing can help deliver the societal and environmental benefits 
of affordable, reliable energy more quickly from an increasingly diverse generation fleet.

MITIGATING RISK AND STRENGTHENING RESILIENCE

As the technologies serving customers globally evolve, so do the risks to energy reliability. Energy companies around the 
world are charged with preparing for, mitigating against, and quickly recovering from a wide range of constantly evolving 
threats to reliability, driven by factors such as a changing climate, extreme weather, cybersecurity issues, and geopolitical 
tensions. 

As each nation approaches energy security efforts with distinct strengths and opportunities, the application of a consistent 
approach to risk identification can help inform decision-making and encourage information-sharing based on lessons 
learned across global energy systems. This voluntary energy security toolkit can serve as a starting point for nations in 
various stages of their energy security discussions.

THE VEST 1.0 AND ITS FUTURE EVOLUTION
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Given the ever-changing global landscape, this toolkit is intended to be updated in future iterations as part of a comprehensive 
energy security strategy. This may include expanding technical depth, supporting peer-learning platforms, and aligning 
with evolving G20 agreements. While its adoption and application remain voluntary, its value lies in enabling a common 
toolkit that includes a shared risk language, a cooperation platform, and a foundation for resilience in an increasingly 
interdependent energy future.

The VEST 1.0’s value: 

•	 Voluntary and non-prescriptive: adaptable to national contexts.

•	 Modular and evolving: enabling future iterations, deeper technical tools, and peer-learning.

•	 Cooperation platform: providing a common risk language and cross-border exchange.

•	 People-centred: balancing economic growth, affordability, and societal resilience.

By embedding these focus areas into national and regional strategies, nations can strengthen resilience, reduce 
vulnerabilities, and ensure energy systems deliver affordable, reliable, and sustainable energy.

The global community is invited to adopt this toolkit and promote its use as a resource tailored to each nation’s unique 
needs – encouraging cross-border collaboration, shared risk management, and joint solution development. By working 
together, nations can effectively address common risks, expand energy access, and support a society-focused energy 
transformation.
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1. INTRODUCTION

In the context of today’s accelerating transitions, increasing interdependence, and new vulnerabilities ranging from 
climate-linked disruptions to cyber threats, ensuring energy security demands both resilience and adaptability. While 
energy security has remained a central consideration of the G20 since the 2009 Pittsburgh Summit (G20, 2009), it has 

evolved from a focus on supply adequacy and affordability to embracing a broader and more dynamic set of risks and 
opportunities, global interconnectedness, and the interplay of economic, social, and environmental factors. Recently, the 
concept has expanded to include the resilience and sustainability of energy systems (UNEP, 2023).

As the concept of energy security has evolved, so has the G20’s approach. The approach now incorporates a broader 
understanding of energy security, particularly in the context of ongoing energy transformations in markets around the world. 
Recent G20 presidencies have emphasised the importance of energy access, affordability, and the roles of technology and 
innovation in achieving sustainable energy goals (G20, 2024). 

The G20’s examination of the historical evolution of energy security aims to reshape global energy governance for a cleaner, 
more inclusive future (G20, 2025). By recognising how technological change, environmental pressures, and geopolitical 
shifts have expanded the concept beyond its initial oil supply focus, the G20 has integrated new dimensions, such as 
diversity in wind and solar energy, grid resilience, and climate impacts. This evolving strategy emphasises equitable access 
for developing nations, fosters international cooperation, and informs updates to energy collaboration principles, helping 
policies remain relevant in a changing global environment.

Energy systems are among the most critical infrastructures in any nation, underpinning everything from healthcare and 
transportation to communications and finance. Business continuity planning and infrastructure protection strategies are 
therefore indispensable components of a resilient energy framework. In the energy sector, business continuity includes 
ensuring that power generation, transmission, and distribution can continue and be quickly restored during emergencies 
such as cyberattacks on control systems, supply chain disruptions, or the sudden loss of generation capacity. 

Energy systems infrastructure is deeply interconnected with other critical sectors. A disruption in one domain can cascade 
into others, including water systems, telecommunications, transportation, and financial services. These interdependencies 
amplify the consequences of energy disruptions and necessitate integrated continuity planning across sectors. Protecting 
critical energy infrastructure begins with comprehensive risk assessments. These assessments should consider natural 
hazards, technological threats, and human threats.

Under the leadership of South Africa’s G20 Presidency, and aligned with the Energy Transitions Working Group (ETWG) 
Priority 1, Outcome 1: Energy Security, Affordable and Reliable Access, this inaugural voluntary energy security toolkit 
integrates lessons from more than a decade of dialogue and insights to provide nations with a common, non-prescriptive 
methodology as a starting point to examine their respective needs. It is designed to support national self-assessment, 
peer-to-peer information exchange, and multilateral cooperation—particularly around risk identification, preparedness, and 
adaptive system strengthening. Of all the components of an energy framework, the key principles underpinning VEST 1.0 
were identified by G20 members as:

1.	 Secure, resilient, and sustainable critical minerals value-chains

2.	 Regional interconnectivity

3.	 Energy infrastructure resilience

4.	 Energy efficiency

5.	 Energy networks and storage to increase system flexibility

6.	 Energy technology and innovation

7.	 Risk identification

8.	 Emergency preparedness and response
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The voluntary energy security toolkit adopts a modular, risk-based methodology to equip nations with:

•	 A structured approach to map and evaluate risks across several physical energy components and enabling processes;

•	 Shared terminology and risk categories to support consistency and cross-border collaboration; and

•	 A risk assessment worksheet is a starting point for assessing vulnerabilities and identifying resilience pathways.

Rather than defining specific actions, this toolkit enables nations to define their own pathways based on shared principles: 
diversification, predictability, and cooperation. It also acknowledges the need to strengthen emerging dimensions of energy 
security—such as cybersecurity, grid resilience, and society-focused transition planning—while maintaining vigilance over 
traditional risks associated with oil and gas supply and affordability.

1.1 EVOLUTION OF GLOBAL DRIVERS OF ENERGY SECURITY

Traditionally, energy security focused primarily on the physical components of an energy system. While that approach 
remains valid, the focus has evolved to include many other factors impacting security – including considerations related to 
globalisation, new technology development and market liberalisation. Five important drivers are described in Table 1 below: 

Table 1: Key Drivers of Contemporary Energy Security: Global and African/Emerging Market Perspectives

Driver Global Implications African/Emerging Market Specifics

Geopolitical Developments Volatility in oil/gas markets, the food/energy 

security nexus impacts

Increased exposure to import dependency and 

price volatility

Supply Chain Constraints Critical minerals concentration, competition 

for lithium, cobalt, and nickel

Vulnerability to external shocks, limited 

beneficiation

Climate Policy Shifts Carbon pricing, fossil fuel phase-outs, just 

transition funding

Balancing the transition, equity, and energy 

access needs

Technological Change Rise of wind and solar energy, smart grids, 

new energy storage, digitalisation, advanced 

nuclear power

Leapfrogging opportunities, infrastructure 

deficits

Social Justice Demands Increasing calls for fair and inclusive 

transitions

Addressing energy poverty and just 

employment transitions

1.2  EVOLUTION TO SYSTEMS INTERDEPENDENCY

Systems thinking promotes a holistic view of energy security by recognising the interdependence of national policies, 
global markets, technologies, and environmental factors. It encourages long-term planning, anticipates disruptions, and 
highlights feedback loops—for example, how increased use of wind and solar energy affects fossil fuel demand and 
mineral supply chains. A people-centred approach places human well-being at the core of energy policy. It emphasises the 
need for equitable access to clean, affordable energy, supports community-focused transitions, and promotes meaningful 
stakeholder participation. Ensuring that energy systems enable social and economic prosperity is especially important in 
emerging economies, where limited access hinders development and deepens inequality. Together, these perspectives 
inform the VEST initiative, which seeks to balance technical resilience with societal priorities.

1.3  EVOLUTION TO COMMON DEFINITIONS AND TERMINOLOGY

The G20 is positioned to redefine energy security by addressing global challenges from a broader, global perspective. Its 
approach emphasises diversifying energy systems, promoting wind and solar energy and energy efficiency, and supporting 
regional integration to reduce reliance on fossil fuels. The G20 also seeks to strengthen resilience, promote market transparency, 
encourage international cooperation, and align energy policy with environmental objectives. Support for equitable energy 
access, financial mechanisms, and technology transfer—particularly for developing economies, remains central.
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The International Energy Agency (IEA) defines energy security as the uninterrupted availability of energy at an affordable 
price (IEA, 2025), distinguishing between long-term system resilience and short-term reliability. Its “Four As”—availability, 
accessibility, affordability, and environmental acceptability—offer a comprehensive framework for evaluating energy systems. 
Unlike energy independence, which prioritises self-sufficiency, energy security focuses on dependable access regardless 
of origin. Since its establishment in response to the 1974 oil crisis, the IEA has broadened its scope to include wind and 
solar energy, grid decarbonisation, and climate resilience, reflecting the evolving landscape of global energy transitions. 

In essence, the G20’s engagement with energy security has evolved from securing traditional fuel supplies to supporting 
diverse, low-carbon systems through global collaboration.

Terminology alignment is essential for financial stability, enabling effective monitoring and fostering transparent collaboration 
across member nations. Standardised language ensures coherence across workstreams, such as sustainable finance, debt 
restructuring, and inclusive business—supporting complementary policy development and implementation. Instruments 
like the G20 Sustainable Finance Roadmap and the Common Framework for Debt Treatments rely on this consistency. 
The VEST Toolkit similarly employs harmonised terminology to help nations apply a shared framework for identifying and 
managing risks. 

3 VOLUNTARY ENERGY SECURITY TOOLKIT 1.0



2. VEST 1.0 METHODOLOGY – A RISK-BASED TOOLKIT

Every nation interprets energy security through its own perspective—however, without the benefit of a common 
structure and terminology, there is the risk that globally known drivers and issues are overlooked, simplified, or not 
universally understood. Moreover, as energy systems grow more complex, the ability to map vulnerabilities and link 

them to actionable responses is key to establishing an energy security strategy.

This chapter responds to that challenge by presenting the voluntary energy security toolkit’s modular, risk-based 
methodology. It introduces a system-wide typology of components and processes, outlining a common approach to 
risk identification, classification, and evaluation. Rather than prescribing fixed indicators or targets, the VEST 1.0 offers 
nations a flexible diagnostic architecture—one that empowers nations to assess, score, and address energy system risks 
in accordance with their unique national contexts, while fostering meaningful cross-nation dialogue.

2.1 KEY FEATURES OF THE VEST 1.0 METHODOLOGY

•	 A list of the main energy system components to facilitate common terminology.

•	 Risk Assessment Worksheets: Example worksheets with qualitative scoring to evaluate risk exposure and system 
maturity.

•	 Self-Evaluation: A self-evaluation approach aligned with national development priorities, available resources, and 
institutional strengths.

•	 Strategic Planning: Modular application to inform technology choices, regulatory responses, and investment pathways.

VEST 1.0, developed under South Africa’s G20 Presidency, responds directly to the G20 Energy Working Group’s 2025 
outcome:

‘Develop a framework on how to address energy security risks, considering diversification of energy resources to include 
natural gas, nuclear energy using small modular reactors and wind and solar energy, including hydro.’

2.2 RISK-BASED METHODOLOGY OF THE TOOLKIT

The VEST 1.0 supports voluntary, nation-led assessments of energy system risk using a structured but non-prescriptive 
approach. The methodology promotes shared definitions and tools without undermining national sovereignty.

Key Methodological Elements:

•	 System-Wide View: An energy system is disaggregated into physical components and enabling processes, spanning 
generation, storage, transport, end-use, and enabling systems. This supports both granular risk analysis and system-
level insight.

•	 Risk Identification: Each component is associated with categorised risk elements, drawn from a standardised 
typology (e.g., technical, economic, governance). These capture both internal and external threats, including supply 
insecurity, infrastructure fragility, digital vulnerabilities, and social acceptance.

•	 Evaluation and Scoring: Nations may use self-defined scoring systems, qualitative or quantitative—to assess the 
likelihood and impact of risks. 

•	 Flexibility and Non-Prescriptiveness: The VEST 1.0 is meant to be tailored and non-binding. Nations retain full 
control over how risks are defined, scored, interpreted, and managed.

This methodology is grounded in literature review, international best practices, and expert contributions from across G20 
member states and technical partners.
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3. COMPONENTS OF AN ENERGY SYSTEM

An energy system can be described as having a set of physical components (generally fuels, assets, equipment, and 
infrastructure) and a set of processes that define how the physical system is designed, built, and operated. These processes 
also cover other aspects that can impact the energy system to ensure that it remains safe, secure, and resilient (such as 
cyber policies and disaster recovery mechanisms). The system can be shown as:

Figure 1: VEST 1.0: Key Principles and Integrated Energy System Components Overview

To support orientation:

•	 Section 3.1 unpacks the physical and enabling components

•	 Section 3.2 describes the focus areas for energy security

•	 Section 4 provides the practical toolbox, an example from the nuclear sector, and an example heat map

•	 Sections 5-6 link these diagnostics to global reference cases, African cases, and global implications

•	 Section 7 reiterates the key points and proposes the next steps

Applying the VEST 1.0 and performing the assessment starts by defining all key components of a nation’s energy system. 
While this will differ from nation to nation, some aspects will be universal. For example, while some nations may not have 
oil and gas exploration or platforms, all nations are likely to have electrical networks. The following section outlines key 
components considered fundamental to energy system design and operation. It is recommended that nations review these 
sections and develop their own lists of key energy system components. 

3.1 DESCRIPTION OF THE PHYSICAL SYSTEM COMPONENTS

This section introduces and describes the primary fuels and physical components of today’s global energy system. It is 
offered as an energy systems primer to provide a foundational understanding of facilities, operations, and associated risks 
within typical energy systems. While some consideration has been given to emerging fuels and components, please note 
that existing fuels and systems are the primary focus, and additional research and analysis may be needed as the energy 
system and its technology evolve. 
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A. ENERGY PRODUCTION

The following comprises many of the known energy production fuel sources:

•	 Fossil fuels such as coal, petroleum, and natural gas currently account for approximately 80% of the global energy mix, 
with petroleum leading at 30% of final energy consumption, primarily for transportation, followed by coal and natural 
gas for power generation and industrial use. The geographic distribution of resources and demand has fostered a 
robust global trade network, with the United States (U.S.) as the top oil and gas producer and China leading in coal, 
while nations like Japan, South Korea, and several in Europe are major importers. Sophisticated international markets 
and multimodal logistics systems support this trade, though fossil fuels remain vulnerable to geopolitical and market 
disruptions. 

•	 Non-fossil drop-in alternative fuels like renewable diesel, sustainable aviation fuel (SAF), and renewable natural gas 
(RNG) are produced commercially today, but scale remains limited, and these fuels cannot significantly replace fossil 
fuels across critical infrastructure.

•	 Solar and wind energy have seen rapid growth due to declining costs and supportive policies, offering carbon-free 
power and fast deployment, though variability and siting challenges limit their use for baseload generation. Natural gas 
and nuclear energy remain preferred for reliable power, but solar and wind are expected to grow as electrification of 
heating and transportation accelerates. Advances in long-duration energy storage are key to mitigating intermittency 
and enabling the integration of flexible renewables.

•	 Hydropower contributes 14.3% of global electricity and plays a vital role in grid stability, especially through pumped 
storage, though ageing infrastructure and environmental concerns require strategic investment. Innovations like AI-
driven forecasting and turbine upgrades can enhance hydropower’s reliability and efficiency.

•	 Alternative fuels, including biofuels and electrofuels, offer pathways to reduce fossil dependence and improve energy 
resilience. Conventional biofuels, derived from food-based crops, are commercially available but raise concerns 
around land and water use. Advanced biofuels, produced from waste and non-food feedstocks, address many of 
these concerns and support circularity; however, further research and development (R&D) is needed to achieve scale 
and cost competitiveness.

•	 Electrofuels (e-Fuels) produced from electrolytic hydrogen are an emerging alternative to biofuels.  These fuels can be 
carbon-free, as is the case for eHydrogen and eAmmonia, or carbon-based, as is the case for eGas, eDiesel, eSAF, 
and eMethanol. Carbon-based eFuels, produced from hydrogen and CO2, are more similar to conventional fuels, 
which may ease adoption, but remain expensive and technologically immature relative to biofuels.

•	 Nuclear energy provides reliable, high-capacity baseload power, with over 400 commercial plants operating globally 
as of 2025. Despite challenges in new construction, advanced reactor designs and growing demand for dispatchable 
power, nuclear energy continues to support its role in the energy mix. Small modular reactors (SMRs) offer scalable, 
cost-effective deployment options that complement traditional large-scale plants. 

•	 Geothermal energy delivers consistent, low-emission power by harnessing heat from the Earth, with applications in 
electricity, heating, and cooling. Though geographically limited, geothermal is a secure and sustainable energy source, 
with expanding capacity in countries like the U.S., Iceland, and Indonesia.

While fossil fuels dominate today’s energy landscape, a diverse mix of renewables, alternative fuels, nuclear energy, and 
strategic innovation is essential for a secure and sustainable energy future. (IEA Global Energy Investment; Renewables; 
IEA-Bioenergy; DOE-Biofuels; IEA Global Hydrogen Review; IAEA; DOE-Geothermal; University of Michigan)

B. ENERGY NETWORKS

Energy networks deliver energy from power plants to consumers. They include high-voltage transmission systems (above 
132 kV) that carry electricity over long distances and lower-voltage distribution systems that deliver electricity locally to 
homes and businesses.

Key components include power lines, towers, poles, and substations, comprising equipment like transformers and 
switchgear. These networks are complex and require constant control of voltage, frequency, and current to maintain 
reliability. Adding smart devices has created smart grids, which improve control and allow for more flexible use of energy 
sources and equipment.
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Smaller networks are now connected into larger regional and national systems, improving efficiency and resilience but also 
requiring careful coordination to maintain reliability. As electricity use grows globally, these networks are vital for energy security.

However, increased digitalisation brings new risks. Cyberattacks can disrupt operations, and meeting cybersecurity 
standards can be costly.

C. ENERGY UTILISATION AND END USE

The following are examples of energy utilisation and end use:

•	 Heating and cooling dominate energy use in buildings. Heating typically involves fuel combustion, electric resistance, or 
heat pumps; cooling relies on electric vapour-compression systems, with heat pumps also used. Electrification and heat 
pump adoption are rising for efficiency and emissions reduction, though retrofits can be costly, especially in older homes. 
District heating and cooling systems are gaining traction for large-scale and community applications. 

•	 Transportation accounts for 28% of global energy use and 16% of emissions, with 90% of demand relying on petroleum. 
Light-duty vehicles consume the most fuel, followed by trucking and aviation. Rail is partially electrified, and electric 
vehicle (EV) adoption is growing but still minimal. 

•	 Industrial uses consume a vast amount of energy to power facilities and produce goods and services. This includes 
general services to factories and workshops, such as lighting, computers, and facilities. Additionally, there is a need 
to power motors, pumps, compressors, drills, lathes, industrial ovens and furnaces, and other heavy-duty production 
equipment.

•	 Aside from heating, which may be provided by oil/gas or electricity, most commercial businesses rely on electricity for 
lighting and office equipment (e.g., computers, printers, communications). 

•	 Residences consume energy in many forms. Depending on the type of residence, energy utilisation may arise from 
washing, heating, cooling, cooking, entertainment, maintenance, etc. 

•	 Demand Side Management (DSM) enhances energy reliability by managing consumption across electricity, gas, and 
district energy systems. Once focused on industry, DSM now includes homes and urban infrastructure via smart 
technologies. District systems enable load-shifting and heat storage, supporting grid stability and decarbonisation. As 
heat pumps and EVs grow, DSM’s role expands, but cybersecurity measures and coordinated operations are essential 
for resilience.

3.2  DESCRIPTION OF KEY PRINCIPLES FOR ENERGY SECURITY

The eight key principles for energy security are described in this section. Each of these principles is important to consider, 
as they bolster energy security and address a key aspect of the energy trilemma. While these principles are not exhaustive, 
it is important to reflect on the importance of each principle within each national context. This can help facilitate the clear 
application of the toolkit as described in Section 4.

1. SECURE, RESILIENT AND SUSTAINABLE CRITICAL MINERALS VALUE CHAINS 

Critical minerals, such as lithium, cobalt, nickel, copper, uranium, and rare earth elements, are essential to energy and 
defence technologies. Their secure supply is vital to national security and economic stability, yet global production is 
concentrated in a few countries, making supply chains vulnerable to geopolitical and trade disruptions. As demand surges 
with the global energy transition, the IEA 2025 highlights the need to diversify sources, enhance recycling, and invest in 
material-efficient technologies.

A collective strategy is to build secure, resilient, and sustainable critical mineral value chains. This would include domestic 
development, cross-border agreements, and global cooperation. Reliable access to these minerals, alongside energy fuels 
and equipment, is key to energy security. Strengthening trade infrastructure, ensuring market transparency, and sharing 
resource data would mitigate risk. Reliable access to primary energy fuels, critical minerals, and essential equipment is vital, 
along with strong trade and cross-border infrastructure to support regional energy integration.
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2. REGIONAL INTERCONNECTIVITY

GOVERNANCE MODELS

Historically, energy systems were relatively linear, with simple markets largely operated by a small number of large companies. 
Today, new energy technologies are rapidly advancing, markets are opening, new participants are entering the sector, and 
customers are more actively involved in their energy usage. This has made the energy system far more complex (Cavus 
et al., 2025), with control dispersed across many parties. Maintaining oversight of this architecture is a growing challenge.

With more moving parts, it is important that sound governance is applied to the sector so that unintended consequences 
can be avoided and all changes can be understood and coordinated before implementation. Failure to employ a robust and 
adaptable governance model, primarily using codes and standards, poses risks to both security and resilience.

POLICY DEVELOPMENT AND REGULATORY MECHANISM 

Policymakers across nations are charged with balancing several competing priorities associated with the energy ‘trilemma’ 
to varying degrees – energy security, affordability, and environmental sustainability.  

Due to several geopolitical factors on an international level, energy security is currently the strongest lever of the trilemma. 
Policymakers are responding with national energy strategies that focus on internal control of energy resources where 
possible. Achieving this while maintaining affordability and sustainability is a major challenge. It is therefore critical that 
policies shaping the development of the energy sector consider all aspects and impacts prior to execution. 

Investment in the energy system often competes with other government priorities, such as healthcare provision, welfare 
costs, and defence spending, to name a few. Regulators are tasked with balancing reliability- and resilience-focused 
energy system investments with affordability to consumers and environmental considerations. Regulatory mechanisms 
aligned with policy directives and market mechanisms help support energy security (IRENA, 2020).

ENVIRONMENTAL CONSIDERATIONS 

Many nations have emission reduction targets. For the global energy sector, this typically means reducing usage through 
energy efficiency, replacing high-carbon fuel sources with low-carbon options, and electrifying heat and transport. 
Technologies exist to achieve these objectives, but they have very different characteristics and are not always affordable 
alternatives. Deploying new low-carbon technologies introduces risks to the energy system if complementary technologies 
to manage their integration are not deployed in parallel (Meehan, 2025). Understanding of these interdependencies varies 
across nations, with certain considerations becoming more apparent when technologies are deployed at scale. 

A recent example includes the reduction in mechanical system inertia in power systems when grids operate predominantly 
on variable wind and solar sources. This introduces stability risks that can be countered by synthetic inertia. Some markets 
have encouraged service providers to offer competitive synthetic inertia products to be called upon when needed. This 
is an example of technical understanding and markets aligning to limit energy security risks and manage environmental 
considerations. Other examples can be seen in the areas of land use, water resources, air impacts, and public health. 

ENERGY INFRASTRUCTURE RESILIENCE

In an era marked by evolving global challenges, energy security has emerged as a cornerstone of national resilience 
and stability. For nations, ensuring the uninterrupted availability of energy at affordable prices is more than an economic 
imperative; it is a strategic necessity. Yet, energy systems are increasingly vulnerable to a range of hazards, from natural 
disasters and infrastructure failures to coordinated attacks and supply chain disruptions.

Resilience in energy systems refers to the ability of infrastructure, operations, and institutions to anticipate, absorb, adapt 
to, and rapidly recover from disruptive events. It is a multidimensional concept that encompasses physical robustness, 
operational flexibility, cyber resilience, and institutional preparedness. For all nations, building resilient energy systems is 
essential to maintain national security, economic stability, and public welfare.
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Energy resilience can be broadly categorised into four focus areas:

•	 Physical resilience. The structural integrity and redundancy of energy infrastructure, such as power plants, transmission 
lines, and fuel supply chains.

•	 Operational resilience. The ability of energy systems to maintain functionality under stress, including load balancing, 
grid flexibility, and black start capabilities.

•	 Cyber resilience. Protection against and recovery from cyber threats targeting energy control systems and data 
networks.

•	 Institutional resilience. Governance, coordination, and policy frameworks that enable effective decision-making during 
crises.

The IEA has increasingly emphasised resilience in its energy security assessments. Its frameworks highlight the importance 
of diversified energy sources, robust supply chains, and international cooperation. The IEA also advocates stress-testing 
energy systems across various scenarios, including extreme weather, cyberattacks, and geopolitical shocks. The IEA’s 
work underscores that resilience is not only a national concern but also a global imperative. It finds that nations, as 
major energy producers and consumers, have a shared responsibility to strengthen resilience across borders through 
coordinated policies, shared technologies, and mutual aid agreements.

Traditional definitions of energy security focused on the availability of energy sources at an affordable price. However, in 
today’s complex risk landscape, this definition must evolve to include the capacity of energy systems to withstand and 
recover from disruptions. Resilience and preparedness and emergency response are equally central. Without adequate 
resilience and preparedness, neither affordability nor availability can be guaranteed in the face of climate impacts, cyber 
threats, or systemic shocks. Preparedness and response capabilities directly reduce the vulnerability of energy systems. By 
anticipating potential threats and planning for contingencies, energy providers can minimise service interruptions, protect 
critical assets, maintain public confidence, and reduce economic losses.

At the same time, for effective resilience, innovation is key:

•	 Grid modernisation with smart infrastructure and digitalisation.

•	 Distributed Energy Resources (DERs) and microgrids to enhance local resilience.

•	 Public-private partnerships and cross-border cooperation to pool resources and expertise.

For many nations, integrating resilience and emergency response into energy security strategies may require regulatory 
alignment, investment in resilience, public-private collaboration, and international cooperation. The IEA’s frameworks and 
the Federal Emergency Management Agency (FEMA) operational models offer valuable templates for such initiatives. By 
embedding resilience into energy policy, nations can better safeguard their energy systems against a growing array of 
threats.

3.  ENERGY EFFICIENCY

Energy efficiency is critical to maintaining and improving energy security. Since 2000, there have been gains in energy 
efficiency, and in 2016, this was noted by several major nations as avoiding nearly USD 300 billion in additional energy 
spending (IEA, 2017). Energy efficiency reduces overall energy demand, easing pressure on energy companies and 
providers to increase capital and operating expenditures by lowering dependence on, and costs of energy infrastructure 
upgrades and the associated need for fuel imports. Approximately 28% of total global energy consumption is used in the 
transportation sector, with 90% of global transportation fuelled by oil (IEA, 2025). Increases in fuel standards, coupled with 
the electrification of the transportation sector, increase national energy security by reducing the need for many countries to 
import energy sources, diversify transport fuel sources, and maintain energy affordability by reducing the need to upgrade 
national energy infrastructure. 
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In addition, buildings consume a major share of energy, with space and water heating accounting for almost half of 
building energy use (IEA, 2024). Technologies to heat and cool residential buildings typically last 15-25 years, while the 
infrastructure of a residential building is estimated to last longer. Improvements in the efficiency of both building technologies 
and the materials used to construct buildings can reduce an energy economy’s need to upgrade its energy infrastructure, 
including generation, transmission, and distribution assets. Deploying advanced energy-efficient building technologies 
and solutions helps stabilise energy markets and maintain national energy security by reducing volatility and energy prices 
through improvements in community resilience. These improvements allow buildings to maintain habitable temperatures 
and support safe community infrastructure during heatwaves, power outages, ice storms, and other extreme weather 
and climate events. Investments in energy efficiency in sectors such as buildings and transportation help support national 
energy security by strengthening infrastructure and reducing vulnerability to volatility driven by dynamic shifts in economies, 
policies, climates, and technologies. Global financing flows for energy efficiency can be strengthened by national and 
local implementation. Prioritising energy-efficiency investment may yield tangible dividends: stronger economies, greater 
resilience, and improved energy security across nations. 

Figure 2: Global annual improvement in primary energy intensity, 2000-2024, and by IEA scenario, 2022-2030 with projections by IEA 
scenarios for 2022–2030.  Source: Adapted from IEA (2024), “Global annual improvement in primary energy intensity, 2000–2024, and by 
IEA scenario, 2022–2030,” International Energy Agency, Paris. Available at: https://www.iea.org/data-and-statistics/charts/global-annual-
improvement-in-primary-energy-intensity-2000-2024-and-by-iea-scenario-2022-2030. Licensed under CC BY 4.0.

4.  ENERGY NETWORKS AND STORAGE TO INCREASE SYSTEM FLEXIBILITY

Energy networks move electricity from generation sources to end users and are comprised of high-voltage transmission 
systems – network backbones that typically operate above 132 kV – and lower-voltage regional and local distribution 
systems, which connect directly to consumers. Physical components include power lines and cables, structures such as 
towers and poles, and substations equipped with transformers, switchgear, and other heavy-duty components. 

Networks are complex systems that require stringent, real-time control of voltage, frequency, and current to ensure 
continuous, reliable operation. The installation of advanced ‘’smart’’ devices within networks and at consumer sites has 
created ‘‘smart grids’’ which enable more precise network control and can reliably accommodate the connection and 
operation of a broad range of generation and end-use equipment. 

Connection and integration of standalone networks has created larger, multi-system regional and national networks that 
enable pooling and coordination of resources and demand. While these multi-network systems can provide increased 
efficiency and resilience, they are complex systems that require precise control and coordination of critical components 
and interconnections to ensure reliability. As global energy usage is increasingly electrified, networks have become more 
critical to maintaining energy security.

10VOLUNTARY ENERGY SECURITY TOOLKIT 1.0



With this global system, reliability, resilience, and resistance to external threats like cyberattacks have also become 
increasingly critical. The digitalisation of many parts of the energy system has increased the potential for malicious attacks 
and operational challenges associated with these interconnected systems and internet connectivity. Cybersecurity 
standards are developed by international security agencies and followed by most companies; however, errors and 
breaches are possible. Cybersecurity standards may also affect the adoption of new technologies or the participation of 
smaller companies. Meeting these standards can require significant resources. However, compromised cyber standards 
may jeopardise overall system availability (NERC, 2022).

PIPE NETWORKS

Analogous to electricity networks in many ways, pipe networks move liquid and gaseous fuels from production sources 
to end users and are similarly comprised of high-pressure transmission system backbones with lower-pressure regional 
and local consumer-facing distribution systems. Transmission systems can span hundreds of miles and consist of large-
diameter pipes, which can be up to 1.3 m in diameter (50 in). Operating pressure and temperature, fluid physical properties, 
and system velocity and flow regime are critical design and operating parameters and directly influence material selection 
and maintenance practices. Iron and steel are the most common construction materials; however, the use of polyethylene 
pipe has increased for distribution systems, and installation can be above or below ground. Primary reliability concerns 
include internal and external corrosion, material, flange, and weld integrity, damage due to physical contact, and the 
operation of pumps and compressors.

ROAD, RAIL AND WATER NETWORKS

Road, rail, and water transportation play a vital role in global energy distribution and are critical to energy security. Waterborne 
shipping supports the international trade of energy commodities such as petroleum and natural gas. Rail and trucking 
networks typically support the regional movement of coal and liquid fuels and connect waterborne shipping to land-based 
suppliers and end users. Collectively, these multi-modal networks are vital to the global economy and critical to energy and 
economic security. These networks rely on expansive, public-facing infrastructure and are inherently susceptible to natural 
events, such as flooding and storms, and deliberate attacks. 

5.  ENERGY TECHNOLOGY AND INNOVATION

Across the world, energy markets are encouraging new market entrants, accelerating the deployment of new technologies, 
and introducing competition that may lead to lower costs for consumers. In practice, the effectiveness of delivering the 
benefits of these markets to customers varies, and the rapid deployment of new products and services can also introduce 
new vulnerabilities relevant to a nation’s secure energy future (IEA, 2025). 

In terms of measuring and monitoring a system’s resilience, it is important to examine market rules and performance to 
determine whether new energy security risks are introduced. One issue is that market participants tend to be responsible 
only for their own products and services. Maintaining security and resilience across many participants and markets is 
difficult to embed into market rules where there is not a single party responsible for resilience (Linkov et al., 2019). There 
are examples of markets defining products that maintain resilience and are available to be called upon in times of system 
stress, an example being fast-acting lithium-ion batteries that can provide frequency response (Varhegyi and Nour, 2024; 
Du et al., 2023). 

Technology innovation and R&D are crucial investments in the future. Continual improvement and exploration of tomorrow’s 
energy system could lead to greater resilience and efficiency. The IEA’s “State of Energy Innovation” highlights that innovation 
is pivotal for long-term economic resilience and achieving energy and climate goals. Innovation requires investment, and 
corporate energy research and development has outpaced economic growth in key sectors such as renewables and EVs1.   
A final factor for innovation is that, for energy security and reliability, all technologies eventually need to be self-sustaining, 
and partnerships with government and the private sector are important to achieve this goal2. 

1	 IEA ‘The State of Energy Innovation’ https://www.iea.org/reports/the-state-of-energy-innovation

2	 IEA ‘Technology Innovations to Accelerate Energy Transitions’ https://www.iea.org/reports/technology-innovation-to-accelerate-energy-transitions
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Two related considerations relevant to technology and innovation are resources and skills and affordability. These are 
important for all nations, as all nations have different sets of expertise and capacity. Regarding resources and skills, many 
nations have offshored the design and production of many parts of the energy system, largely driven by cost pressures. 
This has supported one aspect of the trilemma, but the loss of in-nation expertise to undertake this internally presents 
an energy security risk3. Affordability is a key consideration for policymakers, who strive to ensure that all have access to 
affordable energy and that businesses are positioned to compete on the global stage. Policymakers seek to achieve these 
aims through a variety of approaches, including targeted grants, subsidies, allowances, and market adjustments. Adjusting 
market mechanisms can have knock-on effects elsewhere. 

6.  EMERGENCY PREPAREDNESS AND RESPONSE

Emergency preparedness and response are foundational components of energy security. They ensure that energy systems 
can react swiftly and effectively to disruptions, minimising harm to people, infrastructure, and the economy. For nations, 
the ability to manage emergencies—whether natural, technological, or human-induced—is a strategic asset that underpins 
national resilience.

Recent events have underscored the importance of robust emergency preparedness in the energy sector, including 
Hurricane Ida (2021), the Texas Winter Storm (2021), the Colonial Pipeline cyberattack (2021), load shedding in South 
Africa (2008–2023), and the Iberian Peninsula blackout (2025). In each case, the presence or absence of effective 
emergency response plans significantly influenced the speed and success of recovery efforts. These events also revealed 
the importance of public communication, mutual aid agreements, and scenario-based training. Emergency response 
is critical to safeguarding energy security. Managing resilient power systems involves a comprehensive approach that 
integrates engineering, technology, management, and regulatory frameworks to create an energy supply that is capable of 
withstanding and quickly recovering from a wide range of challenges. 

For example, the U.S. FEMA employs an “all-hazards” approach to emergency management, which is particularly relevant 
to the energy sector. This approach emphasises the development of capabilities that are applicable across a wide range 
of potential threats, including natural disasters (e.g., hurricanes, wildfires, floods), technological failures (e.g., grid outages, 
equipment malfunctions), and human-caused events (e.g., cyberattacks, terrorism, sabotage). The Canadian Standard for 
Emergency and Continuity Management Programs (CSA) Z1600:17 (R2022) standard outlines a comprehensive emergency 
management cycle consisting of four phases: prevention and mitigation, preparedness, response, and recovery. This cycle 
is particularly valuable for energy organisations, as it encourages continuous improvement and integration of emergency 
management into day-to-day operations. CSA Z1600 also emphasises the importance of leadership commitment, 
stakeholder engagement, and documentation—key elements for accountability and effectiveness.

Over the past decade, standards such as CSA Z1600 and International Organization for Standardization (ISO) 22301 
have been adopted by many utilities, resulting in a more consistent basis for establishing measurable requirements. In this 
evolving energy landscape, there is a new opportunity for utilities to facilitate maturity assessments against industry-leading 
practices and the nearly 100 discrete requirements discussed within the referenced ISO and CSA standards. Integrating 
emergency management principles with business continuity strategies and international energy policy insights can inform 
decisions that enhance the resilience of energy infrastructure and operations and help foster a shared understanding of 
how preparedness, response, and recovery mechanisms contribute to a more secure energy future.

To present a structured and internationally applicable approach to building energy systems that can withstand, adapt 
to, and recover from disruptive events, the VEST 1.0 draws on four foundational frameworks—CSA Z1600:17 (R2022), 
ISO 22301:20194 5, the FEMA, and the IEA. A well-designed framework starts with effective corporate leadership, a 
technology-enabled emergency operations centre, and specific drills and training geared towards all hazards applicable to 
the organisation. Each of these elements is fundamental to successful emergency management and business continuity 
(EMBC), and leading organisations prioritise each of them to ensure resilience and readiness in the face of emergencies.

3	 Poulton, W. Ramsarup, P., Nyamupangedengu, E., Mandikonza, C. and T. Siziba. 2025. Building the Skills Backbone of Africa’s Energy Transition: A G20 
Partnership Approach. WITS Working Paper. In Prep.

4	  https://www.iso.org/standard/75106.html

5	 https://standards.iteh.ai/catalog/standards/sist/914fc1f6-d57c-4e0b-b9d5-3704af15aa58/iso-22301-2019
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Nations can strengthen energy security through resilience and emergency response by adopting a forward-looking, 
collaborative, and standards-based approach.

7.  RISK IDENTIFICATION

Risk management is central to energy security, enabling governments, utilities, and infrastructure operators to anticipate, 
mitigate, and respond to threats. VEST 1.0 is built upon a risk structure that categorises risk by risk type. For each energy 
system component, and for each risk type (if applicable), risks are identified and assessed. To promote consistency across 
all components, VEST 1.0 applies a standardised set of eleven risk types, shown below.

Risk Type Definition/Focus Area Examples

Physical Components Relating to Infrastructure and operational 

elements

Equipment failure, aging assets

Economic/Financial Relating to affordability, cost recovery, 

investment flows

High capital costs, price volatility

Governance/Institutional Relating to policy clarity, guidance, oversight 

and standards

Statments of consideration, ISO

Geopolitical Relating to politics, especially international 

relations, as influenced by geographical 

factors

Trade restrictions, import reliance, fuel 

disruptions

Supply Chain/Obsolescence Relating to the entire network of 

interconnected companies, activities, 

information, and resources that are involved in 

producing and delivering a product or service 

from raw materials to the end consumer; 

relating to critical components and spare parts 

that become discontinued or unavailable 

Sensors, circuit cards, analogue systems

Cyber/Digital Relating to digital system threats and data 

security

Supervisory Control and Data Acquisition 

(SCADA) breaches, cyberattacks

Environmental/Climate Relating to climate or ecological risks Natural disasters, emissions constraints

Social/Community Relating to engagement, public acceptance, 

and protest risks

Social licence to operate, public resistance

Workforce/Capacity Relating to skills, training, and human 

resources

Technical gaps, aging workforce

Legal/Liability Relating to legality and compliance Treaty breaches, environmental liability

Community Health and Safety Relating to the process of avoiding, 

minimising, and mitigating the negative 

impacts of activities, infrastructure, and 

equipment on the health, safety, and security 

of local communities and populations

Electromagnetic interference, visual amenity, 

noise and ozone, aircraft navigation safety
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4. TOOLKIT MONITORING AND EVALUATION

This section illustrates how risk elements can be defined for a specific energy system component according to risk type. 
The toolkit proposes the use of risk assessment worksheets to identify, capture, and assess risks through several 
perspectives. The assessment worksheets are qualitative and high-level, intended to guide and suggest rather than 

identify and solve risks. As the work matures, it is expected that the qualitative nature of the work will tend towards more 
quantitative assessment of energy security risks and associated high-level mitigation action plans in subsequent versions.

The table below is an example of how to identify the key risk factors based on the components identified. It operationalises 
the table in Section 3 under Risk Identification. From this example, nations are encouraged to create their own evaluations 
for their individual risks. It should be noted that, in general, not all components will be relevant to all nations, and it is not 
intended to be definitive or all-encompassing. It is intended to guide the energy security dialogue that a nation may wish to 
pursue and highlight the areas of its own situation that may need deeper analysis. 

Example: Navigating Nuclear Risk: Safeguarding Technology, Society, and the Environment

Note: “Nuclear risk” generally refers to the probability and consequences of harmful outcomes associated with the use of nuclear 
technology. These risks span accidents, safety, security, environmental, and societal focus areas.

Risk Type Risk Factor Risk Management Strategies Examples

Cyber/Technical Cybersecurity of nuclear 

Infrastructure 

Digital safety and response 

protocols for cyber risks (IAEA)

System design (e.g., dual 

firewalls), system monitoring, 

cyber awareness drills

Physical Components Equipment aging and material 

degradation

Identification and mitigation of 

degradation of safety-critical 

components, which could 

potentially lead to system failures 

and, in extreme cases, accidents 

(IAEA)

Address ageing and degradation 

by implementing preventive and 

predictive maintenance

Environmental/Climate Flooding, storm surge, extreme 

weather

Mitigation against extreme natural 

events, such as earthquakes, 

floods, or tornadoes  (IAEA)

Flood and seismic protection 

systems, emergency procedures, 

and defined action plans for plant 

staff, the national government, 

regional and local authorities

Geopolitical Fuel supply dependence Fuel supply is diversified and 

secured through long-term 

agreements or domestic capacity 

Fuel cycle localisation, 

strategic reserves, international 

procurement agreements

Environmental/Climate and 
Social/Community

Habitat disruption or land-use 

conflicts

Mitigation against construction 

and operation-related habitat 

disruption (IAEA))

Perform early environmental 

impact assessments to identify 

risks, guide mitigation, and meet 

regulations

Legal/Liability Legal and liability risks related to 

international treaties, accidents, 

or waste mismanagement 

National laws and international 

treaty obligations are 

implemented and monitored 

(IAEA)

Maintain active compliance with 

International Atomic Energy 

Agency (IAEA) standards, conduct 

regular legal audits, and establish 

a liability insurance framework

Workforce/Capacity Limited local technical capacity Skilled local workers required to 

design, build, and operate power 

plants (IAEA)

Workforce planning and 

forecasting (demographic 

analysis, identification of critical 

skills, succession planning
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Risk Type Risk Factor Risk Management Strategies Examples

Governance/Security and 
Legal/Liability

Nuclear proliferation risk Mitigate nuclear proliferation 

risk through enforceable 

safeguards, advanced monitoring, 

transparency, and global 

cooperation (IAEA)

123 Agreements (DOE, 2025)

Physical Components, 
Environmental/Climate and 
Legal/Liability 

Nuclear safety and accident risk Robust, updated nuclear safety 

regulations, emergency protocols, 

and oversight bodies are in place 

and aligned with IAEA standards 

(IAEA)

Independent nuclear regulators, 

safety drills, and continuous 

improvement protocols. A strong 

nuclear safety culture per IAEA, 

Institute of Nuclear Power 

Operations (INPO), and World 

Association of Nuclear Operators 

(WANO) guidance

Physical Components and 
Governance/Institutional 

Radioactive waste management Secure, long-term waste storage 

infrastructure is established (IAEA)

Deep geological repositories, 

interim storage facilities, and 

independent auditing

Environmental/Climate and 
Community Health and Safety

Seismic events Develop and implement targeted 

actions to identify, assess, and 

reduce potential threats to safety, 

the environment, and compliance 

(IAEA)

Robust site design and hazard 

evaluations, adherence to industry 

standards on seismic design

Physical Components, Legal/
Liability and Supply Chain/
Obsolescence

SMR licensing and operational 

challenges 

Regulatory pathways and 

licensing established (IAEA)

Collaborate with technology 

providers; use flexible frameworks 

to test and refine licensing 

approaches

Cyber/Digital and Community 
Health and Safety

Terrorism, sabotage, and insider 

threat

Strategy to protect against 

terrorism, sabotage, and insider 

threats with layered security, 

vetted personnel, and real-time 

monitoring (IAEA)

Use of vetting programmes and 

layered security to prevent insider 

threats and sabotage

Supply Chain/Obsolescence 
and Economic/Financial

Vendor loss and long lead times 

for nuclear-grade parts

Develop a dynamic strategy to 

manage vendor loss and long 

lead times, whereby nuclear 

facilities diversify suppliers, 

qualify new vendors, and adopt 

advanced manufacturing to 

ensure reliable access to critical 

parts (IAEA, IAEA1)

Supplier diversification, 

qualification programmes, and 

advanced manufacturing of 

replacement parts

15 VOLUNTARY ENERGY SECURITY TOOLKIT 1.0



ILLUSTRATIVE RISK ASSESSMENT WORKSHEETS AND HEAT MAPS

The next step is to create illustrative heat maps with the information from the completed worksheets (see nuclear example 
above). These are presented in a qualitative, illustrative form in Version 1.0 to guide dialogue rather than prescribe fixed 
measures.

This section introduces only the approach: risks are scored on a Low/Medium/High basis for likelihood and impact. Energy 
security risks differ across geographies, institutions, and energy pathways. However, the need to assess and manage 
those risks is universal. This section introduces a diagnostic assessment worksheet that empowers nations to:

•	 Identify and structure risk information across the full energy delivery chain

•	 Evaluate the maturity and adequacy of existing safeguards

•	 Identify high-priority areas for strategic intervention

It is proposed that nations assess the risks associated with all components of their energy system – the physical system 
and the enabling processes.

Below is a practical way to define Low/Medium/High that may be applied uniformly across the toolkit components (fuel, 
generation adequacy, transmission and distribution (T&D), cyber/operational technology (OT), market/policy, environment/
water, workforce, etc.). It balances likelihood, impact, scope, time-to-recover, and controllability so that ratings are 
comparable and justifiable.

•	 Low Risk

-	 Likelihood: Uncommon; expected to occur infrequently under current conditions.

-	 Impact: Limited, localised, and short-lived; minimal effect on customers, costs, and reliability metrics.

-	 Scope and duration: Single asset or small area; typically resolved within normal operating cycles.

-	 Controllability: Fully manageable with existing procedures, spares, and budgets; no regulatory exposure.

-	 Resilience: High redundancy; single failures do not propagate.

•	 Medium Risk

-	 Likelihood: Credible and recurring enough to warrant planned mitigations.

-	 Impact: Noticeable operational or financial effect; may trigger temporary curtailments or KPI degradation.

-	 Scope and duration: Multi-asset or regional; outages or constraints span several hours to a few days.

-	 Controllability: Requires contingency plans, incremental spend, or coordination beyond business as usual 
(BAU); some compliance or reputational exposure.

-	 Resilience: N-1 holds but is stressed; recovery depends on timely logistics and cross-team action.

•	 High Risk

-	 Likelihood: Either likely under current conditions or low-probability events with severe consequences.

-	 Impact: Widespread, prolonged, and material to customers, reliability, costs, or regulatory standing.

-	 Scope and duration: Systemic or multi-regional; recovery can take weeks or longer, with lasting effects.

-	 Controllability: Exceeds routine capabilities; requires emergency measures, major spend, or external 
intervention.

-	 Resilience: Redundancies are insufficient; failure can cascade across systems or markets.
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POTENTIAL EXAMPLES

Some component examples of what these ratings might look like in practice include:

FUEL SUPPLY AND LOGISTICS:

•	 Low: Dual‑fuel capability common; firm contracts; inventories above seasonal target; multiple independent transport 
routes.

•	 Medium: Single‑fuel assets with adequate contracts; inventories near target; some rail/pipeline congestion risk.

•	 High: Single‑fuel concentration; inventories below target; import/transport bottlenecks; export parity pricing pressure.

GENERATION ADEQUACY AND FLEXIBILITY:

•	 Low: Reserve margin at/above target; flexible ramping and quick‑start capacity sufficient; low Loss Of Load Expectation 
(LOLE).

•	 Medium: Seasonal tightness; rising LOLE/Expected Unreserved Energy (EUE) in specific hours; dependence on 
demand response or imports.

•	 High: Chronic shortfall; frequent load shedding or emergency purchases; high curtailment of demand or Variable 
Renewable Energy (VRE).

TRANSMISSION AND DISTRIBUTION:

•	 Low: N-1 secure on critical paths; asset health strong; vegetation/corrosion programmes current; low System Average 
Interruption Duration Index (SAIDI)/System Average Interruption Frequency Index (SAIFI) volatility.

•	 Medium: N-1 holds, but N-2 concerns at peaks; ageing bottlenecks; storm-hardening gaps in select regions.

•	 High: Cascading risk; chronic overloads; wildfire or severe weather exposure without mitigations; extended restoration 
times.

CYBERSECURITY (INFORMATION TECHNOLOGY (IT)/OT):

•	 Low: Segmented OT; multifactor authentication (MFA) and patching current; 24/7 monitoring; tested incident response 
(IR) and backups; low dwell times.

•	 Medium: Legacy assets with partial segmentation; delayed patch windows; third‑party exposure; detection gaps.

•	 High: Known exploitable pathways; insufficient visibility; ransomware/industrial control systems (ICS) compromise risk 
with multi‑day recovery.

MARKET AND POLICY:

•	 Low: Stable market design; predictable tariffs; modest carbon/commodity volatility; recoverable costs.

•	 Medium: Pending rule changes; moderate price spikes; uncertain cost recovery on key projects.

•	 High: Structural market shifts; prolonged extreme price events; stranded‑asset or compliance penalty risk.

ENVIRONMENT AND WATER:

•	 Low: Ample cooling water; permits stable; assets hardened to local hazards.

•	 Medium: Seasonal water or ambient constraints; tightening permits; increasing weather‑related outages.

•	 High: Multi‑season scarcity; flood/heat/fire risk to critical nodes; non‑attainable permit conditions without major 
retrofits.

These are generic risk statements. Each nation would need to adapt them to its own context, as the focus areas and 
pressures for each component will differ by nation.

The ultimate value is a national “heat map” approach that, at a glance, identifies risk areas by type, as shown in the example 
below. Risk components are shown on the y-axis and risk types on the x-axis, with colours to indicate the degree of risk 
and numerals to indicate the number of risks identified in that type.
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Below is a hypothetical example of the final output from a country’s heat map. 

TRACKING PROGRESS

There are many institutional mechanisms that could be used to support nations in tracking progress, refining strategies, 
and embedding adaptive energy security governance. Key elements of effective energy security monitoring and evaluation 
approaches include:

•	 Measurement of elements such as a diversification index, dispatchable percentage share, storage capacity, frequency 
of planned and unplanned outages at different levels of government (national/municipal/district), energy mix resilience, 
and cybersecurity incidents

•	 Feedback loops to update risk matrix scores and strategy alignment that can help improve energy security

•	 National energy security planning cycles integrated with peer learning

•	 The use of risk worksheets (examples of which are included in the Comprehensive Report) to drive corrective actions 
throughout the energy system 
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OPTIONS FOR OPERATIONALISING THE TOOLKIT

PROPOSED MONITORING METHODS

This toolkit proposes three activities that involve defining and generating national scorecards, operationalising performance 
measurement, and collaborating on voluntary peer-learning dashboards. 

NATIONAL SCORECARDS 

National scorecards serve as high-level diagnostic tools that evaluate a nation's energy security performance across 
multiple focus areas. These scorecards typically include indicators related to energy availability, affordability, environmental 
impact, and system resilience. For example, the World Bank’s Regulatory Indicators for Sustainable Energy (RISE) toolkit 
evaluates national policies on energy access, energy efficiency, and wind and solar energy (Banerjee, 2024). 

PERFORMANCE MEASUREMENT

Measuring and tracking performance provides a more detailed and operational view of energy system performance. 
They are essential for tracking progress toward national energy goals and international commitments, such as the Paris 
Agreement. Examples of measurements include wind and solar energy share in total energy consumption, energy intensity 
(energy use per unit of GDP), and carbon emissions per capita. The IEA provides extensive KPI datasets for G20 nations 
(IEA, 2025), which could help track performance or serve as metrics. 

VOLUNTARY PEER-LEARNING DASHBOARDS 

Voluntary peer-learning dashboards promote transparency and mutual accountability by enabling nations to benchmark 
their performance against one another and share best practices. Initiatives such as the Organisation for Economic Co-
operation and Development’s (OECD’s) peer review mechanisms and the G20 Energy Sustainability Working Group illustrate 
this approach. Where these measurement techniques reveal gaps, inadequacies, anomalies, or failures, the findings should 
be captured and tracked on risk worksheets.

INSTITUTIONAL ROLES AND GOVERNANCE

Institutions and governments can play key roles in helping to adjust and refine the voluntary energy security toolkit, including 
providing strategic direction, oversight, market design, and infrastructure planning. Monitoring outcomes can help target 
their resources and activities. 

These institutions are central to the effective implementation and monitoring of energy security metrics, including availability, 
affordability, environmental impact, risk management, and market functions. Governments play a pivotal role in setting 
national energy policies, establishing regulatory frameworks, and ensuring strategic oversight of energy systems. 

•	 Regulatory agencies are tasked with enforcing standards, overseeing market operations, and promoting transparency 
and competition. 

•	 Energy ministries and grid operators support energy availability by ensuring adequate infrastructure planning, fuel 
diversification, and supply reliability. 

•	 Environmental protection agencies and international bodies provide environmental governance by setting 
emissions standards, monitoring compliance, and establishing other energy resource requirements. 

•	 Energy market regulators and financial institutions govern market functions by facilitating investment, ensuring 
fair pricing, and supporting innovation. 

•	 Multilateral organisations such as the IEA and regional energy alliances provide guidance, benchmarking, and 
coordination across borders. 
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•	 Trade bodies play a role in promoting the adoption of key new technologies and engaging with policymakers and 
market operators to ensure alignment on expectations for standards, performance, and security aspects.

•	 Stakeholder engagement, including civil society, academia, and the private sector, is essential for inclusive 
governance and policy legitimacy. 

Robust governance mechanisms enable adaptive responses to emerging challenges, foster accountability, and ensure that 
energy systems evolve in alignment with societal goals.

INTEGRATED ENERGY PLANNING AND INTEGRATED RESOURCE PLANNING FRAMEWORKS

Integrated, long-term planning processes are also essential for connecting institutional responsibilities with implementation. 
Many nations employ integrated energy planning (IEP) and integrated resource planning (IRP) frameworks to ensure that 
energy policy, infrastructure investment, and market design evolve in a coherent and forward-looking way.

IEP provides a holistic view of the energy value chain, from production through conversion to transmission, distribution, and 
end use, thereby assessing how today’s choices shape future affordability, sustainability, and socio-economic development. 
It enables governments to balance security with cost efficiency, environmental protection, and fair access.

IRP, developed through early Electric Power Research Institute (EPRI) methodologies in the 1990s, complements this 
approach at the utility and system operator level. It supports the comparison of supply- and demand-side options, 
resource diversification, and technology selection through a structured cycle of forecasting, planning, implementation, and 
periodic revision. This iterative process helps decision-makers test scenarios and manage uncertainty in a dynamic market 
environment.

In South Africa, for example, the National Energy Act mandates that the IEP promote security of supply, affordability, 
optimal resource use, social equity, employment creation, and environmental protection. Embedding such integrated 
planning mechanisms within governance structures ensures that national energy strategies are evidence-based, adaptive, 
and aligned with long-term resilience objectives.

INTEGRATION WITH NATIONAL ENERGY PLANNING CYCLES

National planning cycles play a critical role in operationalising voluntary energy security toolkits by embedding monitoring 
and evaluation (M&E) mechanisms into the policy and implementation process. These cycles provide structured timelines 
and institutional mandates for assessing progress, identifying emerging risks, and adjusting strategies accordingly. Through 
regular monitoring, governments can track key thematic metrics such as availability, affordability, environmental impact, risk 
management, and governance performance. These indicators include both planned and unplanned outages, monitored 
across national and subnational levels. This approach enables early detection of deviations from targets, inefficiencies in 
implementation, or shifts in external conditions such as market volatility or other disruptions. Evaluation processes, often 
conducted at mid-term and end-of-cycle intervals, provide evidence-based insights into which interventions are working, 
which require modification, and where additional resources or support may be needed. 

GAPS IN MONITORING AND EVALUATION

Despite progress in energy policy development, many nations continue to face persistent gaps in M&E systems that 
are critical for ensuring energy security. One key shortcoming is the lack of standardised, real-time indicators to assess 
system vulnerabilities, particularly in the context of emerging risks such as cyberattacks, extreme weather events, and 
critical mineral supply chain disruptions. For example, while most nations maintain oil stockholding policies, far fewer have 
developed comparable mechanisms for gas or critical minerals, despite their growing strategic importance.
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Moreover, many national M&E frameworks are not equipped to evaluate the resilience of wind and solar energy infrastructure 
or the effectiveness of demand-side management during crises. The IEA notes that, although emergency response 
mechanisms have expanded since the 1970s, today’s interconnected and decarbonising energy systems require more 
dynamic and integrated tools capable of assessing cross-sectoral impacts and long-term resilience (IEA, 2023).

Earning trust through transparent and consistent approaches is essential for building support for energy security efforts. 
Inconsistent reporting on energy affordability and reliability across jurisdictions can hamper regional cooperation and 
undermine public trust. The Organisation for Economic Co-operation and Development (OECD) highlights that policy 
coherence and data transparency remain weak across G20 nations, limiting the ability to benchmark progress or share best 
practices (OECD, 2024). Additionally, the UN’s SDG 7 tracking initiative has found that disaggregated data—particularly on 
access and affordability for vulnerable populations—is often outdated or missing, impeding evidence-based policymaking 
(IEA et al., 2025). 

These gaps reduce the effectiveness of energy security strategies, delay corrective actions, and weaken accountability. 
Strengthening M&E systems with harmonised indicators, transparent reporting, and cross-border data sharing is therefore 
essential. According to the forthcoming Council for Scientific and Industrial Research (CSIR) report, gaps in M&E systems 
in Africa include data challenges (quality, availability, and completeness); methodological limitations (weighting, scoring, and 
model assumptions); scope and coverage (focus areas considered, qualitative versus quantitative); validation and practical 
relevance (real-world validation and policy guidance); adaptability and responsiveness (static models and evolving risks); 
integration and holistic view (sectoral integration and interdependencies); and usability and interpretation (ambiguity and 
oversimplification). 

21 VOLUNTARY ENERGY SECURITY TOOLKIT 1.0



5. GLOBAL REFERENCE CASE STUDIES AND EXAMPLES

Energy security has evolved from a narrow focus on fuel supply to a multidimensional concept encompassing 
resilience, affordability, sustainability, and governance. Several nations have demonstrated success in strengthening 
energy security through innovative policy frameworks, regulatory reforms, and institutional coordination.

One of the most notable recent examples was the Iberian Peninsula’s response to electricity market volatility and grid 
instability. In April 2025, a major blackout affected Spain and Portugal, exposing vulnerabilities in grid synchronisation 
and dynamic voltage regulation. However, the rapid restoration of power—within 24 hours—was a testament to the 
region’s robust emergency protocols, cross-border cooperation, and investment in grid modernisation. Spain and Portugal 
leveraged interconnectors with France and Morocco and implemented black-start capabilities to restore system stability. 
This event underscored the importance of regional coordination and real-time operational readiness in energy governance 
(NERC, 2025).

In parallel, the “Iberian Exception” (a policy mechanism introduced in 2022) allowed Spain and Portugal to cap electricity 
generation gas prices, decoupling them from volatile global gas markets. This regulatory intervention helped shield 
consumers from price spikes during the energy crisis triggered by the war in Ukraine. The policy was implemented under EU 
emergency provisions and demonstrated how targeted, temporary market interventions can enhance energy affordability 
and social stability without undermining long-term market liberalisation goals (Corbeau et al., 2023).

Another example comes from Japan, which overhauled its energy security strategy following the 2011 Fukushima nuclear 
crisis. The nation diversified its energy mix by reintroducing nuclear power under stricter safety standards, expanding 
Liquefied Natural Gas (LNG) imports, and accelerating wind and solar energy deployment. Japan also implemented a 
capacity market and demand response programmes to enhance grid flexibility. These reforms were supported by a clear 
regulatory framework and strong institutional oversight, particularly through the Ministry of Economy, Trade and Industry 
(METI), which coordinates energy planning and crisis response (IEA, 2025).

REGIONAL EXAMPLES: GAPS IN AFRICA

Africa’s status as the lowest cumulative greenhouse gas emitter globally (IEA, 2022) reinforces the urgency of equitable 
transition pathways. Yet, despite this modest emissions profile, many African nations are subject to strict compliance 
conditions tied to international climate finance (OECD, 2025). These requirements—while aiming to promote transparency 
—have the potential to inadvertently deepen developmental inequities if not accompanied by flexible financing, technical 
support, and inclusive planning mechanisms.

As the continent navigates these challenges, the energy transition can be framed as a development accelerator, rather than 
a compliance burden. Strategic responses could therefore prioritise universal access, affordability, and resilience, especially 
given that affordability concerns remain the single most significant constraint for extending access in sub-Saharan Africa.

Africa’s energy systems face significant environmental, social, and economic gaps that hinder progress towards universal, 
sustainable, and equitable energy access. These gaps are particularly evident in the deployment and governance of energy 
system components such as electricity generation, transmission infrastructure, and end-use services. Three illustrative 
examples—South Africa, Nigeria, and Kenya—highlight how these challenges manifest across the continent.

In South Africa, the energy sector is heavily reliant on coal, an abundant resource that accounts for over 80% of electricity 
generation. The environmental burden resulting from this reliance disproportionately affects low-income communities 
located near coal mines and power stations. Moreover, the nation’s ageing infrastructure and financial instability at Eskom, 
the national utility, have led to frequent load shedding, affecting economic productivity and public trust. In Wright et al., 
(2017), key findings for South Africa suggest that examining electricity planning scenarios can bring insights into further 
development. While South Africa has made strides in diversifying its energy mix by integrating wind and solar through its 
Renewable Energy Independent Power Producer Procurement Programme (REIPPPP) , the pace of transition is constrained 
by regulatory uncertainty and limited grid capacity (World Economic Forum, 2025). 
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In Nigeria, the energy system suffers from chronic underinvestment and poor governance, resulting in widespread energy 
poverty. Despite being Africa’s largest oil producer, over 85 million Nigerians lack access to electricity. The nation’s reliance 
on unreliable diesel generators for backup power creates both economic and environmental inefficiencies. The lack of 
investment in transmission and distribution infrastructure further exacerbates regional disparities, particularly in rural areas. 
A lack of public participation in energy planning and decision-making has led to community resistance against large-scale 
infrastructure projects, such as gas pipelines and hydroelectric dams. These issues highlight the need for integrated 
planning and transparent governance to bridge the gap between energy supply and social needs (Agoundedemba, Kim, 
and Kim, 2023).

Kenya offers a more optimistic but still complex example. The nation has made significant progress in deploying geothermal 
and wind energy, positioning itself as a regional leader in wind and solar energy. However, economic gaps persist in 
the affordability and scalability of these technologies. While urban electrification rates are relatively high, rural areas still 
lag behind, with many communities relying on traditional biomass for cooking and heating. This reliance contributes to 
deforestation and indoor air pollution, posing serious health and environmental risks. Moreover, the lack of data transparency 
and energy planning capacity limits the effectiveness of policy interventions. Without reliable data on energy consumption, 
grid performance, and emissions, it is difficult to design targeted solutions that address both environmental and social 
priorities (African Climate Foundation, 2022).

These examples underscore the need for African nations, and other developing nations, to address systemic gaps in 
energy governance, infrastructure investment, and social inclusion. Bridging these divides will require not only technological 
innovation but also robust policy frameworks that prioritise environmental sustainability, economic equity, and community 
engagement. 

INTEGRATING RESILIENCE INTO NATIONAL AND INTERNATIONAL ENERGY STRATEGIES

Building on these regional insights, several policy-aligned recommendations emerge to guide how nations can embed 
resilience more deeply into their energy security frameworks. Together, these actions reinforce that resilience is not optional 
but foundational to energy security and sustainable development.

•	 Harmonise Standards Across Jurisdictions – Align national regulations with established frameworks such as CSA 
Z1600 and ISO 22301 to promote consistency and interoperability across borders.

•	 Embed Resilience in Energy Policy and Planning – Mandate resilience assessments for major energy projects, 
integrate emergency preparedness into national energy strategies, and prioritise funding for infrastructure that 
enhances resilience and recovery.

•	 Advance Public–Private Partnerships – Formalise collaboration mechanisms for emergency planning, threat 
intelligence, and infrastructure upgrades, enabling rapid and coordinated responses to disruptions.

•	 Strengthen International Cooperation – Deepen cross-border coordination through joint exercises, mutual aid 
agreements, and collaboration with international institutions such as the International Renewable Energy Agency 
(IRENA), the Coalition for Disaster Resilient Infrastructure (CDRI) and the International Energy Forum (IEF).

•	 Develop and Apply Resilience Metrics – Use scenario modelling, real-time monitoring, and benchmarking to 
measure resilience performance, guide investments, and inform policy updates.

By embedding these measures, policymakers can help reduce vulnerabilities, accelerate recovery, and sustain public trust 
in the face of disruptions—advancing resilience as a defining pillar of future energy security.
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6. GLOBAL IMPLICATIONS

Energy systems around the world are increasingly shaped by the interplay of environmental, social, and economic 
factors that influence the sustainability, equity, and viability of energy infrastructure and technologies. Three illustrative 
examples, from Germany, India, and the U.S., highlight how these issues manifest across different energy system 

components.

In Germany, the phase-out of nuclear energy and coal under the Energiewende policy has accelerated the deployment 
of wind and solar energy. While this transition has reduced greenhouse gas emissions and improved air quality, it has 
also introduced economic and social challenges. The intermittent nature of wind and solar generation has stressed the 
electricity grid, requiring significant investment in high-voltage transmission infrastructure and battery energy storage 
systems (BESS). Moreover, the closure of coal plants has led to job losses in mining regions, raising concerns about 
employment and workforce transition. The German government has responded with a €40 billion support package for 
affected regions, but the long-term success of this transition depends on sustained investment in skills development and 
regional economic diversification (Energy Digital).

In India, the rapid expansion of coal-fired power plants has supported industrial growth but has also amplified environmental 
and public health concerns—both through emissions from power generation and through water-intensive cooling systems 
used in thermal plants that can strain local water resources, exacerbating social tensions in water-scarce regions. India’s 
push towards solar and wind energy aims to address certain environmental concerns, but challenges remain in grid 
integration, land acquisition, and rural electrification (Al Mubarak et al., 2024).

In the U.S., the development of shale gas and oil through hydraulic fracturing (fracking) has transformed the nation into 
a net energy exporter. This has boosted economic competitiveness and reduced energy prices, but it has also raised 
environmental and social concerns related to fracking operations and siting. Moreover, the boom-and-bust nature of fossil 
fuel markets has historically introduced economic volatility, affecting local economies dependent on extraction industries. 
These dynamics underscore the need for balanced energy planning that considers both short-term gains and long-term 
sustainability.

These examples demonstrate that energy system components are deeply embedded in broader environmental, social, 
and economic contexts. Addressing these challenges requires integrated policy frameworks, stakeholder engagement, 
and adaptive governance to ensure that energy transitions are not only technically feasible but also socially just and 
environmentally sound.

These examples highlight several key elements of successful energy security governance:

•	 Policy flexibility: The Iberian Exception and Japan’s post-Fukushima reforms show that adaptive policies have the 
potential to stabilise markets during crises.

•	 Regulatory clarity: Germany and South Korea demonstrate how transparent, independent regulation can foster 
investment and system reliability.

•	 Institutional coordination: Rapid recovery in the Iberian blackout and Japan’s centralised planning illustrate the 
value of strong governance structures.

•	 Regional cooperation: Cross-border interconnectors and EU-wide frameworks can enhance resilience and resource 
optimisation.

•	 Public trust and social equity: Policies that protect consumers, such as price caps or targeted subsidies, are critical 
for maintaining public support during transitions.

As energy systems—and the risks posed to them—become more complex, these governance successes offer valuable 
lessons for emerging markets and global policymakers alike. 
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7.  KEY POINTS AND NEXT STEPS

VEST 1.0 is an inaugural attempt to address the key principles (focus areas) for energy security identified by G20 nations:

•	 Secure, resilient, and sustainable critical minerals value-chains 

•	 Regional interconnectivity

•	 Energy infrastructure resilience

•	 Energy efficiency

•	 Energy networks and storage to increase system flexibility

•	 Energy technology and innovation

•	 Emergency preparedness and response 

•	 Risk identification

To do this, the toolkit adopts a modular, risk-based methodology to equip nations with:

•	 A structured approach to map and evaluate risks across several physical energy components and enabling processes

•	 Shared terminology and risk categories to support consistency and cross-border collaboration

•	 A risk assessment worksheet is a starting point to assess vulnerabilities and identify resilience pathways

While this is a work in progress, the strategic considerations presented here reflect insights gathered through the 
development of the (2025) voluntary energy security toolkit version 1.0:

•	 From a security perspective, the energy system can be considered in two parts; the first consists of physical components, 
such as electricity generation plants. oil refineries, wires and pipes, industrial plant and machinery, heating devices and 
domestic appliances. Secondly, several key principles (focus areas) enable these physical components to behave as 
intended, including policies, governance models and environmental standards. 

•	 Effectively managing energy security risks means understanding all the aspects of these physical components 
and enabling processes, exploring the various impacts they have on one another, and layering macro geopolitical 
developments. Those responsible for ensuring energy resilience and reliability should consider both aspects. From a 
whole system perspective, these elements operate in concert, and any misalignment is likely to introduce risks that are 
best avoided.

•	 There are many other global factors and geopolitical risks outside the control of most policymakers and system 
planners. These should be continually monitored and assessed in relation to energy security.

•	 Structured monitoring and evaluation methods are key to assessing the effectiveness of a nation’s energy security 
strategy. Where opportunities for improvement exist, the use of the proposed risk assessments is a useful way to 
ensure that they are understood, tracked, and supported by a solution plan.

•	 A governance model for ongoing management and control of risks could be established and implemented, led by 
senior government representatives.

•	 This Voluntary Energy System Toolkit details system components, describes their relevance and impact, lists macro 
factors that may potentially make energy systems less secure, proposes a tailored risk assessment worksheet to 
capture key issues, and sets out governance mechanisms for monitoring, evaluation, and implementation of mitigations.

FUTURE TOOLKIT DEVELOPMENT

Version 1.0 of the voluntary energy security toolkit establishes a preliminary foundational structure. Several areas for future 
refinement and expansion are identified below. These reflect not only the dynamism of energy systems but also the value 
of continuous learning and iteration.
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The following areas are identified for consideration in future versions of VEST 1.0, or for voluntary adoption by nations 
seeking to deepen their diagnostic and planning processes based on their unique needs and priorities:

•	 Cyber-physical risk integration: Strengthening the interface between digital infrastructure risks and physical system 
vulnerabilities across all components.

•	 Climate adaptation and infrastructure resilience: Building dedicated modules for assessing and enhancing 
energy infrastructure resilience under long-term climate projections.

•	 Social and behavioural risk focus areas: Incorporating demand-side behavioural risks, misinformation impacts, 
and the role of citizen trust and perception in system resilience.

•	 Interconnected regional systems: Developing risk diagnostic tools for transboundary electricity markets, regional 
gas pools, and cross-border coordination mechanisms.

•	 Supply chain criticality mapping: Creating more granular assessments of critical inputs and minerals, global 
dependencies, and geopolitical risk exposure.

•	 Finance and de-risking instruments: Expanding guidance on financial risk mitigation, including guarantees, 
blended finance structures, and fiscal risk buffers.

•	 Operationalising equity metrics: Enhancing scoring systems to include gender-, youth-, and marginalisation-
sensitive indicators across energy security assessments.

•	 Decentralised energy systems and innovation ecosystems: Exploring tools to assess resilience and innovation 
readiness in distributed energy systems, mini-grids, and storage clusters.

•	 Energy-water-food nexus risks: Adding a cross-sectoral lens to reflect cascading risks between energy 
infrastructure, water stress, and agricultural systems.

These topics were identified through feedback from technical experts, national focal points, and thematic working groups. 
They may be considered to inform a future Version 2.0 of the Toolkit and serve as optional modules for deeper nation-led 
exploration.
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NOTES
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